@n
(N

L

crnocobbl

=Pnpe

2C

TYynAeHuw



CTATUCTUHECKHUE OAHHDBIE O KUBEPMPECTYNMHOCTMH

P

w % 322023 - 2,6 MAH. py6nei

QA 3a 2024 - 6onee 1,4 mnH. pybnen
ExxeHegenbHo okono 380 npecTtynneHmn

TpeTbs YacTb pernctpupyetcs B MuHcke

CambIM BO3pacCTHbIM noTepneswnm no 86 ner,
OHM YCTAaHOBWUIN NPUNOKEHME

Kon-Bo npectynieHuit 8 cTpaHe
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Moprtper XKEPTBbLI
KubepnpecrynHuka

a }KeHLWmHbI (60%)

oT 31 no 45 net (33,2%)

A TryLoycTpoeHbl

C BbICLLMM o6pa3oBaHuem (40%)

Cnocobbi coBepLueHus
MoweHHuyecTsa 60%

XuLleHma nmyuwecTtsa, nytem moaudpukaumm komn. uHe. 30%

He3akoHHbIM 060pOoT cpeacTs nnatexa 4,1%

HecaHKUMOHMPOBAHHbIN AOCTYN, YHUUTOXKEHMUE,
6nokuposaHue, moaudpukauma n nHole 3,9%

Bbimoratenoctsea 3,3%
3aBeoMO NOXHoe coobueHmne 06 onacHoctu 1,6%



MHTEepHET-MOLLEHHNYECTBA N XULLEHUS C UCMONb30BaHNEM CETU
MHTepHeT cocTaBnatoT bonee 90% oT Bcex KnbepnpecTynneHnn

Peknama B MecceHmxepax,
coobllueHMe B coLceTAX

Bnagenbubl camu nepeBogsaT
AeHbIM 3a HecyLeCcTBYOLWMIA TOBap,
aoBepsa pekname B VIHTepHeTe,
NN nocrne coobLeHnst (TEKCTOBOIO
NI FONI0COBOI0) C NPOoCcLOow
POLCTBEHHUKA UM 3HAKOMOTO U3
coumanbHON CEeTH..

JocTyn K akKkayHTy

[Nocne 3aBnageHns ogHUM
aKKayHTOM MOLLEHHUKM C HEro
paccbinatT APYrMM KOHTaKTam

chenKoBble ronocoBble UNn

TEKCTOBbIE COODLLEHUS C
Npocbbon NepeBECTU OEHLIN.

[MEPE-
BOO

AKKA -
YHT

OEHbBI'WU

3BO-
HOK

OAH-
HbIE

3BOHOK B MecceHaxepe

MoLUueHHUKMN NpeacTaBnsoTCs
COTPYAHUKaMM
NpaBOOXPaHUTENBbHbLIX OPraHoB,
GaHKOBCKMX OpraHm3aumn,
paboTHMKaaMn onepaTopoB CBS3N,
POACTBEHHUKAMM.

YbexaarT yCTaHOBUTb
nporpammHoe obecrneyeHue,
NONy4YnTb KpeauT, NepeBecTn AeHbIN
Ha «3alUULLEHHbIN CYETY.

NMony4yeHne nepcoHasnbHbIX
AaHHbIX

OPNWWMHI nogpoenbHblie canTbl
©aHKoB, KpMATOOUPXK UnNn
MOBUMNbHbIE NPUNOXEHNS
onepaTtopoB CBSA3MN.

[Tony4mB NN4YHbLIE AAHHbIE NN
AEHbIN, MOXULLLAKT UX.



CyTb CXeMb

MoLLEHHMKM NpeacTaBnsoTCsa COTPYAHNKaAMM
NpaBOOXPaHUTENbHbBIX OpraHoB, PabOTHMUKaMMU
OaHka, onepaTopoB CBSA3W UM FOCOPraHoB.

|/|CI'IOJ'Ib3yI-OT NCNXOJ1I0r’M4eckmne yrnoBkKu, NrpatroT Ha

YyBCTBaX, CHa4yarna yrpoxatT unm coobLLatoT o
npobneme, NOTOM npeasiaratoT NOMOLLb B ee
pPELLEHUMN.

Y6exaatoT yCTaHOBUTb NporpamMmHoe
obecnevyeHne U nepenaTb Ko perncrpaumm, Unu
NonyYnTb KpeauT N NepeBecTu AeHbrn Ha
“3aLUULLEHHbIN” CYET.

Pecnybanka Beaapycs
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Kak obcronaT Bawm nena?

Xopowo

Bbl no kakomy Bonpocy? ..

| Csamu csasancs?

Her. f1 He 3Hal0,KTO 3T0

Ceit4ac NpoxoauT NPoBepKa Halen
OpraHM3aym, KTo-T0 M3 COTPYAHWUKOB
NOAO3PEBALTCA B CNOHCHUPOBAHUU
TepPpPOPHU3Ma, KaKue-TO Nepesoabl, Cam
TONKOM HUYEro He NoHsAN, ¢ Bamu Byaer
CBA3bIBATLCA
3TO COTPYAHUK

. Byaer
3aaBaTb BONPOCHI Ha KOTOPbIE HYXHO
OTBETUTD.

[eno cepbéaxoe, Npueaxany noau 13
KOoMwTETa, npocbba HUKOMY U3
COTPYAHUKOB He CoobLWaTL AaHHYIO
MHPOPMALIMIO, KOMY HYXHO CO0BWMTL
caenar 3T1o NMYHO. Koraa oH ¢ BaMu
CBAXETCA - coobwmre MHe, Xopowo?

.

9 ¢peBpann
Hatanes HukonaeBHa, 06pbIA AEHb.

No6pblit AeHb, MpuHa BnaguMupoBHa.
14:39 W

Kak o6cTosT Bawm aena?

Bce HopManbHo. YT0-TO cnyyunoch?
14:42 &

3710 3aMevaTenbHo, ¢ Bamu Hosalu
CBA3bIBANCA?

He NOMHIO TaKoro...aTO KTO TaKOU? 1445 .4

Ceityac NpoxoanT NpoBepKa Halero
y4e6HOro 3aBefieHns], KTO-TO U3
COTPYAHWKOB NOA03PEBaeTCA B
CMOHCUPOBaHNW TEPPOPHM3MA, KaKMEe-TO
nepeBofibl, Cama TONKOM HUYEro He
nowxsna. Moka nonpoLuy Konneram HUYero
He roBOpUTL. KOMY HYXXHO ByAeT CooBLMTL
- cAenato 3To NMYHO

C Bamu cesxxetca Hoeaw Anekcen
Bnagnmwuposuy, ato coTpyaHuk KIMK
KOTOPbIW 3aHMMaeTCA aTUM aenom. byaet
3apaBaTb BONPOCHI.

0, boru! Kakne nepesoppbi? XopoLwuo..
14:48 W/

Korpa no3BoHAT, coobLyunTe MHe.

20:40 @S 0208) o * 7 al 27%32
‘ A D APTYP

B CeTH

MpuBeT 2030 v

fl 3aBTpa BepHy
EcTb 2030 v
3ayeM Te6e? 5030
Cnacubo

[a MHe onnatuTe HAaAo, a Ha KapTe
HWUYEro HeT

5208 1300 0020 2063

1 3a KOMUCCHIO BEPHY

Ha komuccuio no¢mr 20:31

Hanuww Kak NnpuayT 2031

e TR TP

Neposon ¢ apre wa kapry T <




Yro6bl HE CTATb }KEPTBOU
KUbepnpecTynHUKa,

KaK MOXHO paHbLue
3AKOHYUTE PA3IroBoP

C HEU3BECTHbIM JINLLOM

Kem 6bl OH He npeacTaBuUcA.




CyTb CXEMbI

MoLueHHMKK co3aatoT nogaesibHble
CanTbl KpMNTOOMPXK UNK
NHBECTULMOHHbIX NaTtdopm.

PasmellatoT peknamy B IHTepHeTe.

MoabICKMBAIOT 3aMHTEPECOBAHHbIX B 3BOHOK OT KypaTopa (Tpeinaepa)
NaccyMBHOM [i0Xofe Noaen, roToBbIX C npegnoxKeHnem BNOXKUTb

OTKNMK Ha peKknamy 1 3anosiHeHue
dopmbl 0bpaTHOM CBA3MW.

NeHbrM B UHBeCcTUUMU. NHorpa

BJTOXNNTb pealibHble O0eHblI' B GMKOB (0] (¥
P A P y MOXKET ObITb NO MOBUNBHOI CBA3MN.

Bnpxy, 9Kobbl Nog «PyKOBOACTBOM
KypaTtopay.

Ha gene okasbiBaeTcs, 4TO 3apaboTok,
BUONMbIW Ha 9KpaHe, BCEro NnLlb
HapUCOBaHHbIW.

Mpu nonbITKe BbIBOAA AEHEr C bUpKU
HeobxoaMMo onNaTUTb B3HOCHI,
HaNOrM, KOMUCCUIO, NOLLURY

N NPOYUE NNATEXKMN.

Nerknx npeHer HE BbIBAET.
Peknama nueBectuuuimn pabotaet
Nno NpUHUKMNY pMHAHCOBOW NnUpamuabl.




MPUMEPBI NOAAE/NIbHbIX NNTATGOPM

000USD 000USD 0O00USD 000USD 000%  DODUSD DUSD
- | o-
AUDCAD ~ fein o LA S & AUDCAD * a2
Otwen (o) @ I'lo'-lemy 3TO BbIr'OOQHO Y1o HYXHO CAoenaTh, 4yT06bI Ha4vyaTk
- e i 2 anAa o6 bIYHbIX rpaxgaH BapaﬁaThIBaTb C l'ail'lpolhl HMuBecT yxe
BN . Q "
o (] I ji--a - = cenyac?
B- Egh B--=a = i JHIUNTENLHEAA NPHELTL MpM
e MAHAMETEHED PRCKEX 3apErMCTPMPOEITECR HA HHOM CAWTE B (hopMe Bxiwe T
[ ]
100000 AUD ﬁmmmmlm OT KOHCYTETEHTE EoMRaHMK [Eenpom MHEscT W nogTeREpoNT:
com FEMMCTRAUMD

CEMEDC OO HBX SETME0E

ELicTpLM BLE0R CRENCTE Ha MaSylo k3pTY
Barks Benapycw

Anexced Munnep

000USD OQO00USD QOO0USD  0.00USD OO L po
o Mt MpEEANN PELISHWE OTKPEITE A0 BoE
AL W y AUDCAD ’ rpaxaas Benapyck, NockonsKy sTo 4ns
Maznpowa, T3€ W onA Genopyctoe.

Neno & TOM, UTO H3 J3HHE MOMEKT POCCMACERR r33
CTSHOSHTCA CaML BOCTREO0SIHHEM Ha MMPOEOM paikke. Bo
BCEX CTPSHIX MAPE CTREMMTENRHO PSCTET CNPOS H3 Bro:
nokyny. Mo STOM NPWUNKE MEl DELSN YESNHRUMTE OO beME
NPOMIE0GCTES FE28 E 4 pa23 M MPWENEYS NKASA Co Boed
BenapycM B £34ECTEE MHBECTODGE.

rMHDI‘Ih[}' UEHH HE raz DEI;:‘-IEC BeicTpo MBHRKITCA, BCE, KTD
YM3CTEYHT B NpaskTax TE3NPoME, NOMYNEHT B CPEIHEM No
3800-38,500 Aoxona SHEMECAUHD

CTPRITHE NOIALMM



CyTb CXeMb!

MoOLLEHHMKM CO3Aat0T akkayHTbl B COLICETAX M Ha
TOProBbIX MNoLlagKax.

£ by.konfiskat

37 20,5 TbIC. 0

My6nmkaummn Nognucumkn MoanUCKU

PasmeLwiatoT poTo TOBapa Nno 3aHMKEHHOM CTOMMOCTW.

M noa pasnunyHbiMK npeanoramu yéexaarT nepeBecTu
[eHEeXHble cpeacTBa B Ka4ecTBe MOMHOM UM YacTUYHOW
npegonnaTbl.

OT3biBbl OT13biBbI Noctaska Bugeoortssl.. Mecto

NMpoBepbTe cyllecTBOBaHME MarasnHa, NO3BOHUB NO
Genopycckomy Homepy,

iEd ®

OLleHUTe AaTy co3faHusA akKayHTa u
HacTopoXuUTecb OOMbLUNUM KONMMYECTBOM
NoANUCYUKOB 32 KOPOTKOE BPEeMH.




DOULLNHT.

Cnocob, Koraa MOLWEHHUKN TOYHO KONMUPYIOT
HACTOALLMMK M CO34aOT GULLMHIOBbLIN CaUT.

Yalle Bcero 3aBnageBatoT NepPCoOHaNbHbIMM AAHHbIMM,
MCNONb3YyA NoAJe N bHble CTPaHULbl 6aHKOB, TeaTpos,
Ka/IbAHHbIX.

[Mpun BXOAe B 3€PKaNbHbIN MHTEPHET-OAHKUHT UK NPU
NOKYynKe «bnnetoB» Ha GULLMHIOBOM CaMnTe
NO/1b30BaTE/Ib BBOAUT CBOU /INYHbIE AAdHHbIE, B TOM
yucne koa n3s CMC.

3TUMU JaHHbIMM 3aBNaAEeBaloT MOLLEHHUKMU
N COBEpPLUAIOT XULLEHUEe JeHEeXHbIX cpeacTs.

NHTepHeT-aapeca
6enopycckmx opraHn3sauunm
pacnonaraloTca B
HaUuMOHA/IbHOM CermeHTe
NHTepHeTa —

NOMEHHOMN 30He «BY».

BCErOA NPOBEPAMTE
ALPEC CTPAHULIbI,
[OE BBOOAWUTE
JINYHBIE OAHHDIE.



sy asb24-ibank.com

2 E‘] Cucrema «MHTepHeT-Bankmnr: X Cucrema «MHTepHeT-BaHKMHr» |

[E] PHET-BAHKWHI
HTEPHET-BAHK

BXO[l &

CHCTOMY

- -

BXCn MHCTpyRyma Ornihme-
yepea MCH NONLICBATENA pErMcTpaLmMA

W naponk?

Viza Extra

C eaproueod Visa
Benapychaska mosHn

namyanTs 10 pyi. ma
TOEYTIE B M
[TEm Wit

Yeamaemele knueHTel, GyasTe GouTEnBHEI!

EBxon B cuctemy alHTepHeT-BaHKMHIY ocylWecTENAWTE ©
odvynansHoro cadTa Gadxka, He NepexoguTe No NOQOIPUTENEHEBIM

Ol NN

>O E] nttps://asb24-ibank.com
i 1ars

g https://asb24-ibank.com

Yacro
JafaBaeMbe
BONPOCH

=

BPTH KOQOE
soasd CMC-rog
l5]

Axigan!

B Bonbwod Tearp co
CHRMAKDA No kapre Visa 3

Benapycharnea

UHTepHeT-agpec
ocpuMmanbHOM
CTpaHULUbI
https://ibank.asb.by/



NOJIb3YUCSH BE3OMNACHO
@-

https:// 6aHk
https:// nocraska

FLo NEE = A0
Monb3ynTecs MOGUNLHBIMU NPUNIOKEHUAMM DaHKa

Mepexogute B UHTEPHET-6AHKUHI TONLKO € 0PULUANBHOIO CaiTa
GELE)

MpoBepsaiiTe appec MHTEPHET-0aHKMHIA B aApecHOM CTPOKe, Mexay
nocnegHen TOYKOM M NepBOM HAKJIOHHOW YEPTOMU AO/KHO ObiTh

Tonbko Tak .by/

AKTMBUPYITE HA KapTe, UCMOJIb3yeMOM AN OHNAWH-NINaTeXen,
yenyry 3-D Secure (noarsepkaeHue nnartexen SMS-kogom)

He nepexoaonTte B HHTEPHET‘GBHKHHF Nno CCbl/IKaM B NOUCKOEBbIX
cUucreMax

A O AR TUECARNETE NG He ucnonb3yiite SMS-koabl ot 6aHKa 1 KA ¢ 060pOTHON CTOPOHbI

‘3@ KMBEPMPECTYMHOCTM KapTbl ANA NONYYEeHUA AEHEXHbIX CPeacTB
YBO BUTEBCKOIO

as;;"\ﬁ?"\‘ =IO IKOMA He nepexoauTte no ccbiikaM U3 COO6LLEHMI ANA AOCTYNA K
MHTEpPHeT-6aHKWUHIY U MHbIM CEPBUCaM MU YCNIyram




[eHeXHble nepeBoAbl

MoweHHuKu nog
pasnuyHbIMK NpeanoramMmm
“BbITArMBAIOT” N3 XEpPTB
AeHbrn.

PenKoBble MarasuHbl
npeasiaratoT nepeBecTun
npegonnary 3a Toeap Ha
cyet unu bIK.

Kogbl s coobweHumn

UndpoBbie koabl U3
CMC B COBOKYMHOCTU C
APYrMMIN OaHHbIMU
NPeaoCTaBnsoT AOCTYN
K cepBMcam U, B
HEKOTOPbIX Crny4vasx,
AatoT BO3MOXHOCTb

0POPMUTb OHJaNH-

KpeauT.

JInyHble pgaHHbIe

OrpaHunykTe
pacnpocTpaHeHune
JINYHbIX AAHHbIX
MoLLEeHHNKN NCNOoSb3YIoT
HeMnpoceTu 1 cosgaroT
ann-gerkn (ronocosble

NN BUAEON306paKEHNS).

O6GnayHble naponu

K pa3HbIM cepBucam
pa3Hble naponu
CocTtaB naponsd

MeHekep naponen
O6GnayHble naponu
(oByxdpakTopHas
ayTeHTudukaumsa) K
cepBucam.




& Unbs @ a

TpeHA pacnpoCTPaHAETCA B MONOAEKHON KNOEpCpese. [

CyTb CXeMbl

3aKntoyaeTca B TOM, 4TOObl cO34aTb
HebnaronpmATHYO 06CTaHOBKY rocopraHam,

HAPYLWWUTb PEXUM UX PabOoTbl UM OTOMCTUTL e
cBoeMy 06MAYMKY, CO3AaB ANA Hero npobaembl i L

C NpPaBoOOXpaHUTE/IbHbIMU OPraHaMMW.

He Mano .51

Ecnu ¢ 16 unn 18 10 HOPM

>

OTBeTCTBEHHOCTb HacTynaer ¢ 14 nert
U npeaycmarpusBaeT BNAOTb A0 7 ner
nuweHua ceoboapl.

C 14 16:565

HanwucaHo 7 net 310 MakCUMyM .55

MUHUMYM WITPAD 1455y




Aponbl — ntoau, NnpeaocTaBnfaoLIne
cBou BAHKOBCKME PEKBU3UTbI ANA
TOro, 4tTobbl Yepes nx
NPOMEXKYTOUYHbIE CYETa NPOBOAUNUCH
NOXULEHHbIE AEHbIN.

nAa noucka AponoB MOLEHHUKU
pa3smeLlaloT pas/invHble
06BbABNEHUA C BaKAaHCUAMM.

OTBeTCTBEHHOCTb 3a npoucxoxgeHue
npoweawux no GaHKOBCKUM cHeTam
AeHer HeCyT BNageNbubl TAKUX CHETOB.

Cratben 222 YK
npeaycMOTPEHO HaKa3aHue
BnaoTb Ao 10 net

nuweHus ceoboapl.

Wropb 3yes

MWHMCTEPCTBO TPyAa W CoLMa...
=== % BHUMaHUe, MOLLIEHHUYECKA...

Onnatum cpasy Ha pyku nocne
BbINONHeHns pabotbl

3apnanata 8000 py6nei

Hy>kHbl ntogun ana pacnakoBku
TEXHUKN B HOBOM runepmapkete.
Mucatb B JIC no noBoay

pa6otbl [MUwmMTe

croga.@

Deleted Account

LivdpoBana rpaMoTHOCTb
BukTopuHa

CpO4YHO HYXXHbl NKOAKM Ha
BaKaHcuio "TaHblid noKynaTenb'
ctaBka 75K B mecsau. MNMucartb
croga:([@

Ownana KypguHa

CEBI Liudpoean rpamoTHOCTL

st MolleHHUYeCcKue cxeMbl C UC...
HyXHbl Ntoau ANA peknambl.
Onnarta ot 50 000 B mecaL,.
MNuwuTe croga:@

TxeDcVI cpr

Lindposan rpaMoTHOCTD
BUKTOpMHA

Hy>XHbl Kypbepbl B TBOEM
ropojge ¢ ctabunbHon
onnaTou Tpyaa. NMucatb
croga:@

NaNa Suliman J&T= @30

MMWHUCTEPCTEO TPyAa M CouMa...
=== % BHUMaHWe, MOLLIEHHWYECKA...

Hy>XHbl yNM4HbIE
tdhotorpadsl, onnara 300-500
pybnen 3a goTo. MNucatb

cropa:([@

= =t

= e

Deleted Account

MuHUCTEPCTBO TPYAa M CouMa...
=== % BHUMaHWe, MOLIEHHUYECKa...

CPOYHO HA MAPY YACOB
3¢ 3A 3 4YACA 5.000 TbiCAY
HA PYKW 55 NMNATUM CPA3Y
Mo OKOHYAHWIO CMEHbI '«
. MNMuwwuTe! - @




ONEPALIUU C KPUNTOBANIOTOU

[MopAAOoK ocyLWwecTBNEeHUs

CAENOK C KpUNTOBANOTOW onpeaener

YKazom lpe3ngeHTa ot 17.09.2024 N2367

«06 obpalleHnn uMPpoBbIX 3HAKOB (TOKEHOB)>

PA3SPEWLEHO

MoKynaTb TOKeHbI (KpMNTOBaNtOTY) 33
IeHEeXKHble cpeacTBa TO/IbKO Ha
6enopyCCKUX KPUNTOBUPIKaX, ABAAIOLLMUXCS
pesnaeHTamu MapKa BbICOKMX TEXHONOTUIA.

ObmeHMBaTb TOKEHbI Ha ApPYyrMe TOKEHbI Ha
NobbIx KpunTonaatpopmax 6€3 orpaHNYEHU.

SANPELUERO

[MoKynaTb MAM NPOAaBaTb TOKEHbI
(KpMnTOBaANIOTY) 33 AEHEKHbIE CPEACTBA
Ha MHOCTPAHHbIX KPUNTOBUpPKaX

ny GU3NYECKUX n1uL,




byabte 6auTenbHbI!
JTU 3HAHMUA NOMOrYT Bam
COXPaHUTb BalWU AeHbrn!

[ maBHOe ynpaBneHue

No NPOTUBOOENCTBUIO KNOEPNPECTYNHOCTH
KPUMUHASTBHON MUK

MBL Pecnybnukn benapyce.
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